
Quincy Medical Center

114 Whitwell Street

Quincy, MA 02169
To be used for: PHYSICIAN OFFICE STAFF & Medical Affiliates

QMC INFORMATION TECHNOLOGY

PASSWORD/CONFIDENTIALITY ACCESS FORM

PHYSICIAN:  PLEASE COMPLETE THIS FORM AND RETURN IT TO  :  FAX# 617-376-5473

We require an Authorizing (a physician for office staff working under the direction of a Physician, or QMC Manager for Medical Affiliates)____________________________________

Physician office  _____________________  Telephone __________Date ______________

User Name (PRINT) ___________________________________________________________

Office Position ___________________________ Effective Date _______________________

What are you requesting?  (Check appropriate boxes): 

SYMBOL 113 \f "Wingdings" \s 10 \h   MEDITECH access: What is your role? __________________________

SYMBOL 113 \f "Wingdings" \s 10 \h   PACS Radiology Imaging access: What is your role? __________________________

SYMBOL 113 \f "Wingdings" \s 10 \h
Remote MEDITECH Access:  Citrix web access or VPN connection? _________________

Quincy Medical Center is required by federal and state law to maintain the privacy and security of the health and personal information of patients and employees and others that is contained within Quincy Medical Center’s Information Systems.  Among the safeguards is a system of codes and passwords, which identify the user and his or her Information System privileges.

SECTION I – USER’S SIGNATURE - BASIC COMPUTER ACCESS FOR ALL USERS

This password identifies you by name and records all of your activity in the computer. Your application for a password signifies acceptance of the responsibilities associated with the password, including the responsibility to protect and not share or otherwise misuse the password.  These and other responsibilities are defined in Quincy Medical Center's Policy and Procedure Manual under the heading of "Password Security" (Manual code: P-8-1).  All password holders must review this policy.
I have read and understand Quincy Medical Center’s Password Security policy and procedure.  I agree to abide by its terms and conditions, and to protect and not share or otherwise misuse my password.  

Name: _____________________________________________________  Dept: ____________________________

(print)

Signature: __________________________________________________  Date: ____________________________
SECTION II - ELECTRONIC SIGNATURE APPLICATION

Caregivers whose dictated patient reports are entered into the system may sign them electronically using a “pin #”.  This electronic "signature" is recognized by HCFA intermediaries as an official authentication of the report as part of the patient's chart.  The Medical Executive Committee of Quincy Medical Center has judged the "electronic signature" as an acceptable substitute for a handwritten signature on all documentation related to patient care.  

Name:
____________________________________________________ Dept: __________________________

(print)

User Signature:
________________________________________ _____ Date: _________________________


      PLEASE READ AND SIGN THE CONFIDENTIALITY STATEMENT ON THE BACK OF THIS FORM. 

QUINCY MEDICAL CENTER

CONFIDENTIALITY STATEMENT FOR EMPLOYEES AND ALL OTHER USERS

In keeping with Massachusetts & Federal Law, the Principles of Ethics of the AMA and other professional practice standards, and Quincy Medical Center Policy, all users of the Quincy Medical Center Information System are reminded that all records pertaining to patient care and/or containing personal information are confidential, whether in hard copy, film or computerized form.  Unauthorized access, use, or disclosure is strictly prohibited.  

In the performance of your duties and responsibilities as an employee/staff/volunteer of QMC, you may have access to or work with Confidential Information, which includes, but is not limited to:

· Health information (medical records), social, financial and demographic information.

· Sensitive and personal information of or about employees, including medical and personnel information, private correspondence, social security numbers, financial account numbers and other personal data.

· Hospital business information, such as fiscal and payer information, strategic planning, fundraising and reporting information and internal memoranda.

· Information concerning outside companies with which QMC does business, including the data QMC is contractually obligated to keep confidential. 

Access to Confidential Information is on need-to-know basis.  Need to Know is defined as what you need to do your job.  You are required to maintain the confidentiality of Confidential Information at all times, both at work and while off duty.  Access, use and disclosure of Confidential Information should only occur in accordance with Quincy Medical Center’s privacy, security and related policies and in the scope of one’s job responsibilities. As a member of the Quincy Medical Center affiliated medical staff (or working as an employee under the direction of an affiliated medical staff physician), or an affiliated Medical Institution that has a need-to-know (ex. Lab outreach customer, or nursing home case manager, etc), you are responsible to become familiar with these policies, proper Internet use policies, and to participate in formal training. For more information, please consult your supervisor, the QMC Privacy Officer, Human Resources, or the Quincy Medical Center Employee Handbook.  You may also access Quincy Medical Center privacy and security policies on-line.

A violation of Quincy Medical Center policy, breach or misuse of Confidential Information may result in a loss of privileges and/or corrective action, up to including termination of employment as well as civil and criminal penalties.  
I have read and have had an opportunity to discuss the above statements concerning privacy and security, and information access at Quincy Medical Center with my supervisor.  I also understand that this form will be filed in my personnel file and I may have a copy of it.

Employee Name: _____________________ Signature:___________________________Date:____________

Department: ___________________________________________________
Rev. 1/18/2011
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